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GDPR Generic Overview



The GDPR aims primarily to give control back to citizens 
and residents over their personal data and to simplify the 
regulatory environment for international business by 
unifying the regulation within the EU. When the GDPR 
takes effect, it will replace the data protection directive 
(officially Directive 95/46/EC) of 1995. 

The regulation was adopted on 27 April 2016. It becomes 
enforceable from 25 May 2018 after a two-year transition 
period and, unlike a directive, it does not require national 
governments to pass any enabling legislation, and is thus 
directly binding and applicable

What is GDPR

GDPR
General Data Protection
Regulation

DSVGO
DatenSchutz
GrundVerOrdnung

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation



GDPR is a regulation that requires businesses to protect 
the personal data and privacy of EU citizens for 
transactions that occur within EU member states.

https://www.eugdpr.org/ 

Data breaches which may pose a risk to individuals must 
be notified to the DPA within 72 hours and to affected 
individuals without undue delay.

Where does GDPR apply



GDPR Compliance Support with 
Microsoft

Updates in Microsoft 365—help protect sensitive data and 
include:
• Compliance Manager general availability for Azure, Dynamics 365, and Office 

365 Business and Enterprise customers in public clouds. 

• Compliance Score availability for Office 365. 

• Azure Information Protection scanner general availability. 

In addition, capabilities in Microsoft 365 help to:
• Protect sensitive data in apps and across cloud services. 

• Support data protection across platforms. 

• Provide a consistent labeling schema experience.



Talking about Protect (with MS Teams)

It requires that organizations take appropriate technical 
and organizational measures to protect personal data 
from loss or unauthorized access or disclosure. 

4 STEP’s in GDPR compliance



GDPR Threads in MS Teams

Especially with external guests



Any information related to a natural person or ‘Data 
Subject’, that can be used to directly or indirectly identify 
the person. 

It can be anything from:

✓ a name 

✓ a photo

✓ an email address

✓ bank details

✓ posts on social networking websites

✓ medical information

✓ computer IP address

What constitutes personal data?



Teams and privacy data



Teams and Guest Access



Teams and other application (integration)



Do we create a breach if we activate 
Office 365 Guest Access?

• What data are exposed to Guests

• What can a Guest access

How do we protect Guest from taking 
information and data?

External Guest Access



The security risks with Guest Access

Guests (with an O365 Account)

• If you give full control to an external user, he could share 
content with other external users

• It’s hard to link the email address you sent the invite to 
and the Microsoft account associated to the user.

• Permission inheritance if you give access to a site or a 
Group

Anonymous Guests (not in Teams)

• Anonymous guest links can be shared to other people 
who might be able to view or edit the content. 

• Changes cannot be tracked in the document.



Compliance Control in Office 365



Compliance 
Manager
(GDPR compliance)

• Assess

• Monitor

• Report

RMS
(Rights Management)

• Classify

• Protect

• Control

Three important protections pathes

Secure Score 
(Reporting)

• Report

• Check

• Assess



Intelligent scoring that reflects your organization’s 
compliance posture against data protection regulations 
and standards.

What is Compliance Manager

GDPR
General Data Protection
Regulation

DSVGO
DatenSchutz
GrundVerOrdnung

https://servicetrust.microsoft.com/ComplianceManager



• Microsoft Task (handled by MSFT)

• Customer Task (handled by YOU)

Compliance Manager - Assessment



• You can expire a shared link (after period)

Recommendation:

Control and classify data (documents)

Don‘t allow protected content to be shared with 
anonymous users

Better use guest access with an authenticated external 
user (user having an O365 account in another tenant)

Anonymous Access



Appling GDPR in MS Teams



Run at least those activities

• Activate Office 365 Secure Score

• Build a RMS Plan

• Run GDPR Assessment

Additionally consider :

Cloud App Security (ensure no Shadow IT)

STEPs to comply and protect



Office 365 Secure Score

https://securescore.office.com/



Choosing your activation method (RMS)

https://docs.microsoft.com/en-us/information-protection/deploy-use/activate-service 
https://account.activedirectory.windowsazure.com/RmsOnline/Manage.aspx?brandContextID=O365

NOTE:
- M365 E3/ E5
(Secure Productive Enterprise (SPE))

or
- Azure Information 
Protection Premium P1/ P2
or
- EMS E3/ E5



Use S&C labeling your data for classification and protect, 
as well as for compliance and retention.

Security & Compliance



Office 365 Cloud App Security

https://<tenantDNS>.portal.cloudappsecurity.com/#/services/28375?tab=info

Office 365 Cloud App Security is a subset of Microsoft Cloud App Security that 

provides enhanced visibility and control for Office 365. This includes threat 

detection based on user activity logs, discovery of Shadow IT for apps that have 

similar functionality to Office 365
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